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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

IIM.03 DKCILTYATAIIUSI OFBEKTOB CETEBOM HH®PACTPYKTYPHI

1.1. llesb ¥ IUIaHUPYEMbIe Pe3yJIbTAThHI 0CBOEHUS NMPO(eCcCHOHATIBLHOT0 MOIYJISA

B pesynbraTte nzydenus npodeccuoHaIbHOIO MOJYJS CTYACHT JAOJDKEH OCBOUTH OCHOBHOM BHJT
JESTEIIbHOCTH JKCIUTyaTalis OOBEKTOB CETeBOM HMH(PACTPYKTYpPhI M COOTBETCTBYIOIIHAE €MY
o011re KOMIIETEHIIUH U MpodeccroHalbHbIE KOMIIETEHIUH:

1.1.1. Ilepedenp OOIIMX KOMIIETCHITHI

Kon

HaumenoBanue o01ux KoMIeTeHIMI

OK 01.

Bribupate crocoObl pemieHust 3aad npopecCuoHaIbHON AEATEIbHOCTH TPUMEHH-
TEJIbHO K Pa3JIU4YHbIM KOHTEKCTaM

OK 02.

Hcrnonb30BaTh COBpEMEHHBIE CPEICTBA MMOMCKA, aHATU3a U UHTEpIIpeTaluu nHHOp-
Malliy, ¥ UHPOPMAIIMOHHBIC TEXHOJIOTHH JIJIsl BBIMOJHEHUS 33714 PO ECCHOHAb-
HOU AeATEeIbHOCTHU

OK 03.

[InaHupoBaTh W peaaM30BBIBATH COOCTBEHHOE MPO(MECCHOHATBHOE M JTMYHOCTHOE
pa3BUTHE, MPEANPHHAMATEIBCKYIO ACATEIBHOCTD B MPO(ecCHOHAIBHON cdepe, uc-
HOJIb30BaTh 3HAHKS 10 (PMHAHCOBOW IPAMOTHOCTHU B Pa3JIMYHbBIX JKH3HECHHBIX CHTY-
alusax

OK 04.

3(1)(1)6KTI/IBHO B3aUMOJCHCTBOBAThH U pa60TaTB B KOJUICKTHBEC 1 KOMaHAC

OK 05.

OcCyHIeCTBIISITh YCTHYIO U MUCHbMEHHYI0 KOMMYHHKAIIUIO HA TOCYJAPCTBEHHOM SI3bI-
ke Poccuiickoit @enepanuu ¢ yueTroMm 0COOEHHOCTEH COLMATBHOTO U KYJIbTYPHOTO
KOHTEKCTa

OK 06.

IIposBiATE Ipa’kIaHCKO-IIATPUOTUYECKYIO MO3ULUIO, AEMOHCTPUPOBATH OCO3HAH-
HOE TIOBEJIEHUE HAa OCHOBE TPAJUIMOHHBIX OOIIEYEIOBEYECKUX IIEHHOCTEH, B TOM
YHUCJIE C y4ETOM FapMOHHM3ALMA MEXHAIUOHAIBHBIX U MEKPEIUTHO3HBIX OTHOLLIE-
HUW, IPUMEHSATh CTAaHAAPThl aHTUKOPPYIIIMOHHOTO MOBEAECHUS

OK 07.

ConeiicTBOBaTh COXPAHEHHUIO OKPYKAIOIIEH CPeIbl, pecypcocOepexeHnIo, IpuMe-
HATh 3HAHUS 00 M3MEHEHUH KJIMMaTa, MPUHIIMUIIEI OepeKIMBOT0O MPOU3BOICTBA, (-
(EKTHUBHO JIEHCTBOBATH B UPE3BBIYAWHBIX CUTYAITUSIX

OK 08.

Hcnonb30BaTh cpeacTBa (pU3UUECKOM KyJIbTYpbl JJIi COXPAHEHUS U YKPEIUICHHUs
3/10pOBbs B Ipoliecce NpodhecCHOHANBHON eATeNbHOCTH U MOJAepKaHUsT HE00XO-
JMIMOT'0 YPOBHSI (PM3UUECKOM MMOATOTOBICHHOCTH

OK 09.

[Tonp3oBaTbest mpodeccoHanbHON JOKYMEHTAIlMe Ha TOCYJapCTBEHHOM U HHO-
CTPaHHOM SI3bIKaX

1.1.2. Ilepeyens nmpodeccHOHATbHBIX KOMIETEHIIHI

Kon

HaumeHoBaHue BUA0B 1€ATEJILHOCTH U NMPO(EeCCHOHATBHBIX KOMIIETEeH Uil

I1K 3.1

'Y cTaHaBiIMBaTh, HACTPAUBATh, IKCIUTYaTUPOBATh M O0CITY)KUBATh TEXHUUYECKUE U TIPO-
CPAMMHO-AIIIAPATHBIE CPEJICTBA KOMIIBIOTEPHBIX CETEH.

[1K 3.2

[TpoBouTh NMpoduaakTUIeckre paboThl Ha 00bEKTAX CeTeBOM HH(PPACTPYKTYPHI U pado-
X CTaHIUSIX.

1K 3.3.

yCTaHaBJ'II/IBaTB, HaCTpanBaThb, SKCINIyaTUPOBAThL U O6CJ'IY)KI/IB8.TB CCTCBBIC KOH(I)I/Ipra-
1005058

1K 3.4.

'Y4acTBOBaTh B pa3pabOTKe CXeMBbI IOCIeaBapuitHOI0 BOCCTAHOBJIEHUS pabOTOCIIOCOOHO-
CTH KOMIIBIOTEPHOH CETH, BBITIOJTHITH BOCCTAHOBJICHHE M PE3E€PBHOE KOMMPOBAHNE HH-
dopmanuu.




[1K 3.5. |Opranu3oBpIBaTh HHBEHTAPU3AIUIO TEXHUUECKUX CPEJICTB CETEBOM HHPPACTPYKTYPHI,

OCYILIECTBIISATH KOHTPOJIb 000PYIOBAHUS TIOCIIE €T0 PEMOHTA.

[1K 3.6. |BeImoaHATE 3aMEHY PacXOIHBIX MaTEPUATIOB M MEJIKUH PEMOHT nepudepuitHoro o6opy-

MHQPACTPYKTYPBHIL.

ITOBaHUS, ONPEACTATh ycTapeiiee 000pyI0BaHUE U IPOTPAMMHBIE CPEJICTBA CETEBOU

1.1.3. B pe3ynbTare ocBoeHHs TPO(PECCHOHATEHOTO MOIYIIS CTYIEHT JOJIKEH:

NmeTh mpakTUYECKUil OMBIT B

0OCITy’)KUBaHUH CETEBOW WH(PPACTPYKTYPbI, BOCCTAHOBIICHHH
paboTOCIIOCOOHOCTH CETH MOCIIe OO0,

yIIQJICHHOM aJIMUHUCTPUPOBAHUUA W BOCCTAHOBJICHUH paboTO-
CIIOCOOHOCTH CETEBOW MHPPACTPYKTYPHI;

MOJJICP)KKE TI0JIh30BATENICH CETH, HACTPOMKE aImapaTHOrO W
POrpaMMHOT0 00eCIIeUeHHsI CETeBON HHPACTPYKTYPHI

yMEThb BBINOJIHATH MOHUTOPHUHI M aHAJIU3 PaOOThl JIOKAJIBLHOU CETH C
IIOMOIIBIO IIPOrPAMMHO-AIIIIAPATHBIX CPEACTB;
OCYIIECTBIIATh AUATHOCTUKY M IIOMCK HEUCIPABHOCTEH BCEX
KOMIIOHEHTOB CETH;
BBINOJIHATH JICHCTBUS 110 YCTPAHEHUIO HEMCIIPABHOCTEN

3HaTh ApXUTEKTYpy U (YHKIMH CHUCTEM YIIPABIICHUS CETSMH, CTaH-

JlapThl CUCTEM YIIPABIICHUS;

CpEACTBA MOHUTOPHUHTIA U aHAJIM3a JIOKAJIbHBIX CETEH;

METO/Ibl YCTPAHEHMSI HEUCIPABHOCTEH B TEXHUYECKUX Cpel-
CTBax

1.2. KoanuecTBO 4yacoB, 0TBOAUMO€ HA OCBOCHMUEC npocbeccnona.nbﬂoro MOAYJIsA

Bcero uacos 552

N3 Hux Ha ocBoenue MJIK. 03.01 - 176
Ha ocBoerre MJIK. 03.02 - 106

Ha MPaKTHKH, B TOM yucie yuyeOnyo 144  wu npousBojcTBeHHyro 108
KpanmuukanmoHHbIif s5x3amMeH — 18




2. CTpyKTypa U coaep:kaHue NPpodhecCHOHATBHOT0 MOTYJIs .
2.1. Ctpykrypa npogeccuoHaabHoro MmoayiassliM.03 IKCIVIYATAIIHA ObFBbEKTOB CETEBOUH HH®PACTPYKTYPbLI

O6BeM npoheccHoHaTFHOTO MOYIIA, Jac.

Konpr HaumenoBanus CymMapHSIit Ob6yuenue no MJIK Ipaxmuku
npodeccHOHaNBHBIX pasnenoB 00beM TabopaTopHbIX 0 CamocrosTensHas
00mmx npodeCCHOHANTBEHOTO HATPY3KH, | Beero " KypcoBbix Vuebnas | TponssoscTsenias POMEXKYTOTHAA pabora
KOMIIETCHIIUI MOy JIst Jac. TPAKTHUECKHX @ P(?SI?TTOB) aTTecTanus
3aHATHH p

OK 01-09 Paznen 1. Dkcrnyara-

1K 3.1-3.6 s 00OBEKTOB CETEBOM 176 170 100 - - - 4
UHPPACTPYKTYPEHI

OK 01-09 Pasnen 2. Besomac- )

K 3.1-3.6 HOCTh KOMITBIOTEPHBIX 106 100 20 - - - 4
ceteit

OK 01-09 Y4eOHas mpakTuka (1o

K 3.1-3.6 TIPOQIITIO 144 144 ) )
CIICLIHATILHOCTH),
4acoB

OK 01-09 [TpousBoncTBeHHAs

IK 3.1-3.6 MpaxkTHKa (1Mo
POGHITIO 108 108 - -
CIEIIMANBHOCTH),
4acoB

OK 01-09 KBanugukanmoHHbIH

K 3.1-3.6 9K3aMeH 18 - - - - - 18 -
Bcezo: 552 270 120 - 144 108 18 8




2.2. TemaTHUecKHii IIaH U cofep:kaHue nMpodeccuonanboro moxyas IIM.03 IKCIVIVATAIIHA OB bEKTOB CETEBOH HH®PACTPYKTYPbI

HaumenoBanue pasjeio
M TeM NpodeccuoHATbHO-

Coaeprxanue yued0HOro MaTepuaJa,

O0Bém B
ro moxayas (IIM), me:x- JlabopaTopHble padoThl M MPAKTHYECKHE 3aHATHS, CAMOCTONITeIbHAA YueOHasi padoTa 00y4yaoluxcs, KypcoBast
AUCUHMIJIMHAPHBIX Kyp- padoTa (IPOEKT) (eciiu npedycmompeHot) Hacax

coB (MIK)
1 2 3
Pazpean 1.
Ikemayaranust 00beKTOB
ceTeBOM MHPPACTPYKTY-
pbl
MJK 03.01 168
Ikemayaranust 00beKTOB
ceTeBOi MHPPACTPYKTY-
pbl
Tema 1.1. Dxcruryaramus | Codepicanue 38
TeXHUYECKHUX CPeICTB 1. du3nyeckue acmekThl KcIuTyaTanu. Pu3nyeckoe BMEHIATEILCTBO B HHOPACTPYKTYPY CETH.
ceTeBOi MHPPACTPYKTY- 2. AKTHBHOE 1 TTaCCHBHOE CETEBOE 000pyAOBaHNe: KabeIbHbIe KaHANbI, KaOelb, TaTd-TIaHeIIN, PO3ETKH.
pbl 3. Ilonoca nponyckaHusi, mapa3uTHasi HArpy3Ka.
4. Pacmmpsiemocthb cetn. Macmtabupyemocts cetr. Jlo6aBieHne OTAEIBHBIX AJIEMEHTOB CETH (ITOJIb30BaTeNel, KOM-
TBIOTEPOB, MPUIIOKEHUH, CITYKO).
5. HapamyBaHue JUIMHBI CETMEHTOB CETH; 3aMEHa CYIIECTBYIOIICH anmapaTypbl.
6. YBeNM4YeHne KOJIMYECTBA y3JIOB CETH; YBEIIMYCHHUE MPOTHKEHHOCTH CBsI3eH MEeXy 00 BEKTaMH CETH.
7. Texaudeckas v IpoeKTHas JokyMeHTarwus. [lacopT TeXHWYecKX yCTpONCTB.
8. dusnyeckas KapTa Bced ceTH; JOrHYecKast TOMOJIOTHsI KOMITBIOTEPHON CETH.
9. Kinaccudukanus perasaMeHTOB TEXHUYECKHX OCMOTPOB, TEXHUYECKHE OCMOTPBI 00BEKTOB CETEBOH HHPPACTPYKTYPHIL.
10. IIpoBepka 00BEKTOB ceTeBOW MHMPACTPYKTYPHI U TPODUITAKTHUECKUE PAOOTHI
11. IlpoBenenue peryisipHOro pezepupoBanus. OO0cIyxuBaHue PU3MYECKHX KOMIOHEHTOB; KOHTPOJIb COCTOSIHUS aIl-
napaTHOTo o0ecIeYeHus; OpraHu3allusl YIaJIeHHOTO OMOBEHICHUS O HEMoJa IKax.
12. IlporpamMMHOe obecrieueHrHe MOHUTOPUHTa KOMITBIOTEPHBIX CEeTell M CETEBBIX YCTPOMCTB.
13. TIporokos SNMP, ero xapaktepucTuku, popmar cooOIIeHHH, HAOOP YCIyT.
14. 3agauu yrpaBlieHUs: aHATTN3 TPOU3BOIUTEIBHOCTH U HAJIS)KHOCTH CETH.
15. O6opynoBanue I TUATHOCTUKH U CEPTUPHUKAINY KaOenbHBIX cucTeM. CeTeBble MOHUTOPBI, IPUOOPHI JIJISt CEPTH-
(dukanuu KabeabHBIX CUCTEM, KaOeJIbHbIC CKAHEPhI H TECTEPHI.
B mom uucne npakmuyueckux 3auamuil u 1ad0pamopHsix padom
1. OxoHIIOBKa Ka0eJisl BUTAs mapa 50

2. 3anenka ka0ens BUTAs Iapa B PO3ETKY




3. KpOCCI/IpOBaHI/Ie 1 MOHTaX IIaT4Y-ITaHCJIU B KOMMYTaHHOHHLIfI HIKa(b, Ha CTCHY

4. TecTupoBaHue KaOes

5. Tlopnep:xka Mmoan30BaTeNeil CeTH.

6. DKcIITyaTaIys TEXHHYECKUX CPEJICTB CeTeBOM MHAPACTPYKTYPHI (IPHHTEPHI, KOMITBIOTEPHI, CEPBEPHI)

7. BelnonHeHUe NEHCTBUM [0 YCTPAaHEHUIO HEUCITPABHOCTEN

8. BelmonHenue MOHHUTOPHHTA U aHAJIM3a pa6OTI)I JIOKaJIbHOM CETH C IOMOILBIO MpOrpaMMHBIX CPCACTB.

9. OdopmieHre TEXHUIECKOH JOKYMEHTANMH, TpaBuiIa ohopMiIeHHs] JOKYMEHTOB

10. Ilpotokon ynpaBineans SNMP

11. OcHOBHBIE XapaKTEPUCTHKH IpoToKos1a SNMP

12. Habop ycayr (PDU) nporokona SNMP

13. ®opmart coobmmenniit SNMP

14. 3agaun ynpaBiaeHUs: aHAIU3 IPOU3BOJUTEIBHOCTU CETH

15. 3amaun ynpaBiaeHus: aHAIU3 HAJIE)KHOCTH CETH

16. YrpaBnenne 6€30MacHOCTBIO B CETH.

17. Yuer Tpaduka B cetu

18. CpenicTBa MOHUTOPHHTA KOMITBIOTEPHBIX CeTe

19. CpencTBa aHanu3a CETH ¢ MOMOIIBIO KOMAH]T CETEBOM ONEPallMOHHON CUCTEMBI

20. duHaNbHAs KOMIUIEKCHAs IpakTHdecKas paboTa 1Mo IKCIUTyaTalii 00bEKTOB CeTeBOI HH(PACTPYKTYPHI

Tema 1.2. Ixkenryatanus
cucreM IP-tesredonun

Cooepxcanue

1. Hacrpoiika H.323. Onucanue H.323 u o6mue pexomenpanmu. OyHKIIMOHATBHBIE KOMIIOHEHTH! H.323.Y cTanoBKa 1
nonepxka coequaenns H.323. Coenunenus 6e3 u ¢ ucrnonp3opanneM GateKeeper. CoennHeHus ¢ UCTIOIH30BaHUEM
Heckonbknx GateKeeper. MHorononp3oBarensckue KoH(eperun. OdecreyeHne 0TKa30yCTOMINBOCTH.

2. Hactpoiika SIP. Onmcanne u o6mue pexkomeraanun. TexHomorus SIP u cBs3anHbIe ¢ Hell cTanaapThl. OYHKITHO-
HajpHBIe KOMITOHEHTHI SIP. Coobmenus SIP. Anpecamus SIP. Moaens ycranoBneHus coenuaenus. [ImanupoBanue oT-
Ka30yCTOHYHBOCTH.

3. YcTaHOBKA M MHCTAUILKA IPOTPaMMHOr0 KOMMyTaTtopa. MoHTaxkHbIe Ipoueaypsl. [Ipouierypbl HHCTAILISIUY.
YnpaBneHue anmapaTHEIMU cpeacTBaMu U optamu. [Ipotokomnsr yrnpasinernss MGCP, H.248. Co3xanre aHaIoTOBBIX
a00HEHTOB. BHYTPUCTAaHIIMOHHAS MapIIPyTH3ALHSL.

4. YrpaBiieHue MporpaMMHBIM KOMMYTaTopoM. MapmipyTusanus. ['pymnsl coemuHUTenbHBIX TuHUHA. [lonkmoyenne
cranmwmii ¢ TDM (abonentckuii noctyn TDM). Curnammzanus SIP, SIP-T, H.323 u SIGTRAN. IP
-a00HeHThI. [ 'pyninel a00HEHTOB. J{onoIHUTE IbHBIC a00HEHTCKUE YCIYTH.

5. Opranuzanus 3kcruryaTanuu cucreM [P-tenedonnn. TexHnueckoe 00CITy>)KUBaHNE, TUTAHOBBIN TEKYIIHI PEMOHT,
TUTAHOBBIM KallUTAJIbHBIN PEMOHT, BHEIUIAHOBBIM PEMOHT.

6. Boccranopienue pa6OTLI CCTH IIOCJIC aBapUH. CxeMbl HOCJ'IGaBaprIHOFO BOCCTAaHOBJICHUA pa6OTOCHOCO6HOCTI/I CCTH,
TEXHUYECCKad U MPOCKTHAaA JOKYMCHTalWs, CIIOCOOBI PEICPBHOI0 KOIMMUPOBAHUA JaHHBIX, IIPUHIUITBI pa6OTbI XpaHHJIUIIL
JaHHBIX;

30

B mom uucne npakmuyeckux 3anamuil u 1a60pamopHulx padom

1. Hactpoiika annapatsbix [P-renedonos

50




. Hactpoiika nporpammusix IP-tenedonos, dakcos

. PazBeptriBanue cetn ¢ ucnonp3oBanneM VLAN s [P-tenedonun

. HacTpoiika nuiro3a

. YcTaHOBKa, TOJKIIIOYEHHE W ITEPBOHAYAIFHBIE HACTPOUKH TOJIOCOBOTO MapIIPyTH3ATOPa

. HacTpoiika TaGuIlb! OJIE30BaTENICH B TOJIOCOBOM MapIIPYTH3aTOPE

. Hactpoiika rpynn B rolocCOBOM MapIIpyTH3aTOPe

[c AN Ee N [V, } - USRI \S]

. HaCTpOfIKa Ta6J'II/IIIBI MapHmpyTu3alyy BbI3OBOB B I'0OJIOCOBOM MapuIpyTU3aTOPC

9.

HacTpoiika rofocoBBIX COOOIIEHUI B MapIIpyTH3aTOPE

10

. Hactpoiika nporpamMmmuo-anmapataoit IP-ATC

11

. YcranoBka u HacTpolika nporpammuoii IP-ATC (nanpumep, Asterisk)

12

. TectupoBanue koaekoB. McciienoBanue napaMeTpoB KauecTBa 00CTyKHUBAHHUS

13

. MOHHUTOpUHT ¥ aHAJIM3 COEIMHEHUH 10 Pa3IMYHBIM IPOTOKOJIAM

14.

MOHUTOPHHT BBI30BOB B IPOrPaMMHOM KOMMYTAaTOpPE

15

. Coznranme pe3epBHBIX KOMH 0a3 JAHHBIX

16

. JluarnocTuka u ycTpaHeHHe HencnpaBHocTel B cuctemax [P-renedonnn

17

. OuHaNbHAs KOMIUIEKCHAS IPaKTHUecKas padoTa mo dKcIuryaranyu cucreM |IP-tenedonnn

JAuddepeniupoBanublii 3a4eT 2
MJK.03.02. be3onac-
HOCTH KOMNBIOTEPHBIX 98
ceTei
Tema 2.1.be3onacHocTs Cooepiicanue
KOMITbIOTEPHBIX CeTei 1 @DyHAaMeHTAJbHbIe TPUHIUINBI 0e30MacCHOM ceTH
CoBpeMeHHbIe yTpo3bl ceTeBOil 0e30nmacHOCTH. BUpychl, 4epBU U TposHCKHE KOHH. MeTop! aTak.
2 Be3onacnocts CeTeBbIX yerpolicts OSI
BezonacHslii foctyn Kk ycTpoiictBaM. HazHaueHue anMUHUCTPATUBHBIX poJiel. MOHUTOPUHT U YIIpaBiIeHUE
ycrpoiictBamu. Vcionb3oBanue GyHKIUS aBTOMAaTH3MPOBAHHON HACTPOWKH 0€30IMaCHOCTH.
3 ABTOpM3anus, ayTeHTH(GUKAIUSA U yUeT AocTyna (AAA)
CpoiictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA
4 Peammzanust TexHosoruii 6panamayaspa 78
ACL. Texuomnorus Opanamayspa. KonrekctHolit kouTposib goctyna (CBAC). [lonutuku OpanaMayspa OCHO-
BaHHBIC HA 30HAX.
5 Peanmu3anusi TeXHOI0TMii MPeAOTBPALLECHUS BTOPKEHUS
IPS texnonoruu. IPS curnatypsl. Peanuzanus IPS. Ilposepka u Mmonuropunr IPS
6 be3onacHoCTb JOKAJIBHOMN ceTH

Ob6ecmnieueHre 6e30MacHOCTH MOIH30BATEIBCKUX KOMIIBIOTEPOB. CooOpaskeHuns 0 6€3011acCHOCTH BTOPOTO yPOB-

Hs (Layer-2). Kondurypauus 06ezomacHocTH BTOpOro ypoBHs. bezomnacHocTs GecripoBoHbIX ceTel, VoIP u
SAN




Kpunrorpajguyeckne cucremMsl
Kpunrorpaduueckue cepBucel. bazoBas menocTHOCT U ayTeHTHYHOCTH. KoHbuaeHnmanpHOCTh. Kpunrorpadus
OTKPBITBHIX KJIIOYEH.

Peanuzanusa rexuosaornii VPN

VPN. GRE VPN. Komnonentst u pynknuonuposanue [IPSec VPN. Peanuzanus Site-to-siteIPSec VPN c uc-
none3oBanneM CLI. Peammzamnusa Site-to-sitelPSec VPN ¢ ncrnions3oBanmnem CCP. Peanmzamusa Remote-access
VPN

Ynpasiienne 06e30nacHOi ceTbI0

[Tpuniune! 6e30MacHOCTH ceTeBOro au3aiiHa. be3onacHas apxuTekTypa. YipasieHue npoueccaMu 1 6e3omnac-
HOCTb. TecTupoBaHue ceTy Ha ysI3BUMOCTU. HempepbIiBHOCTS OHM3HECa, TNIAHUPOBAaHNE BOCCTAHOBJICHHS aBapHI-
HBIX cuTyanui. JKu3HeHHBII UKII CETH U TUIaHMpoBaHue. PazpaboTka periaMeHTOB KOMIAHWHU U TIOJIUTUK Oe3-
OIIACHOCTH.

10

Cisco ASA

Beenenune B AnantuBHoe ycrpoiicTBo Oe3omacHoctr ASA. Kondwurypanus dhanpsona Ha 6aze ASA ¢ HCTIONb-
30BaHueM rpaduueckoro untepderica ASDM. Konduryparus VPN Ha 6a3ze ASA ¢ UCIONb30BaHUEM Tpaduye-
ckoro unrepdetica ASDM.

mom

yucie npaKmuiecKux 3aHAmuIl u 1a6opamoprsvix padom

CouunanpHas HHXKEHEPHsI

HccenenoBanue CETEBBIX aTaK M HHCTPYMEHTOB ITPOBEPKH 3AIUTHI CETH

HacTtpoiika 0e301acHOro 10CcTymna K MapIiipyTu3aTopy

Obecnieuenrie arMuaUCTpaTHBHOTO fAocTyma AAA u cepsepa Radius

Hactpolika nonutiku 6e30nacHOCTH OpaHaMay3pOB

Hacrpoiika cucremsl npeaoTBpaiienus Bropxenuii (IPS)

HacTtpoiika 6€301acHOCTH Ha BTOPOM YPOBHE HA KOMMYTAaTOPax

HccnenoBanne MeTo10B MG POBaHHS

o|o|~N|o|u|s|w|N| by

Hacrpoiika Site-t0-SiteVPN ucnonb3yst uarepdeiic KOMaHIHOW CTPOKH

bazoBast HacTpoiika nuiro3a 6e3omnacHoctd ASA 1 HacTpoiiKa OpaHIMay’pOB HCIIONB3Ys HHTEp(heHc KOMaHTHON
CTPOKH

11

basoBas HacTpolika nuro3a 6e3onacHoctd ASA 1 HacTpolika OpaHaMaydpoB ucronb3dys ASDM

12

Hacrpoiika Site-to-SiteVPN ¢ oHO0# CTOpOHBI Ha MapIIPYTH3aTOPE HCHOIb3YsI HHTEPEHC KOMaHIHOW CTPOKH
U C JIpyro¥ CTOPOHBI UCTIONB3y 1uTt03 OezonacHocTr ASA nocpenctsom ASDM

13

HacrpoiikaClientless Remote Access SSL VPNSs ucnions3yss ASDM

14

HactpoitkaAnyConnect Remote Access SSL VPN ucnions3yst ASDM

15

DuHaIpHAS KOMIUIEKCHAS JJa00opaTopHasi paboTa 1mo 0€301MacHOCTH

20

JAnddepeHnnpoBaHHbIi 3a4eT




TemaTtnka caMocToATeIbHON y4eOHOH padoThI:
1. Cucremarndeckas mpopaboTKa KOHCIIEKTOB 3aHATHN, yIeOHOW 1 CHIeIHaIbHON TEXHUYECKOH TNTepaTyphl.
2.  KoncrektupoBaHue TeKCTa, paboTa CO CIOBAPSIMU U CITPABOYHUKAMHU, O3HAKOMIICHHUE C HOPMATUBHBIMH JIOKYMEHTaMH, Y4eOHO-

HCCIieI0BaTeNbCKask paboTa Ipy caMOM HMIMPOKOM UCTIONB30BaHuU MHTepHeTa 1 Apyrux | T-TeXHOomoruid. 8
3. IIpoextHble popMBI pabOTHI, MOATOTOBKA COOOIIEHHIA K BBICTYIUICHHIO HA CEMUHapax u KOH(EpeHIUX; TIOATOTOBKA pedepaToB, JOKIAI0B.

4. TlomroroBka K JJaOOPaTOPHBIM M MPAKTHIECCKUM paboTaM ¢ UCITOJIB30BaHUEM METOINICCKUX pEKOMEHIAITNH IperogaBaTes, ohopmireHne 1ado-
PaTOpHO-TIPAKTHUECKUX paboT, OTYETOB U MOATOTOBKA K MX 3aILUTE.

Y4yeOHas NpaKTHKA

Ilepeyens pador:

1. Hacrpoiika npaB gocryma.

2. OdopmiieHre TEXHUYECKOH JOKYMEHTAIUH, TpaBruia 0pOpMIICHHUS JOKYMEHTOB.

3. Hacrpoiika anmapaTHOro U MpOrpaMMHOT0 00ECTIEYCHHUS CETH.

4, Hacrpoiika ceteBoit KapThl, UM KOMITBIOTEpa, pabodas TpyIina, BBeIeHHE KOMITbIOTepa B domain.

5. IIporpaMMHasi TMarHOCTHKA HEUCIIPABHOCTEN. 144
6. ArnmnapaTHasi JMarHOCTHKA HEUCIIPABHOCTEM.

7. ITouck HencrnpaBHOCTEN TEXHUUECKUX CPEICTB.

8. BrinonHenue 1elcTBUM [0 YCTPAHEHUEO HEUCIIPABHOCTEN.

9. Hcnonb3oBaHue akTHBHOTO, TTACCUBHOT'O 000PYTOBAHUS CETH.

10. YcTpanenue napazuTHUpyoleil Harpy3Ku B CETH.

11. IlocTpoeHne Gpu3nvecKoi KapThl JOKAIEHOW CETH.

IIpousBoacTBeHHAs] NPAKTHKA pa3iena

Ilepeyens pador:

1. YcraHoBKa Ha cepBepbl U pabovre CTaHIMU: ONEPAlMOHHBIE CUCTEMBI M HEOOXOAMMOE 1Sl pabOThI IPOrpaMMHOE OOecIieueHHE.

2. OcymecTBieHHE KOHQUTYPUPOBAHUS IPOIrPAMMHOT0 00€eCcTIiedeHns Ha cepBepax U pabounx CTaHIHIX.

3. [Moxnepxka B padOTOCIIOCOOHOM COCTOSIHUM TIPOTPAMMHOE 00€CIICYCHHE CEPBEPOB U padOUYUX CTAHIIUM.

4. Peructpanus nojp30BaTelNel JOKaIbHOW CETH 1 TOYTOBOTO CepBepa, Ha3HauaeT UISHTU(OUKATOPHI U TapOJIH.

5. YcraHoBKa npaB JOCTyIa U KOHTPOJIb HCIIOJIb30BAaHUsI CETEBBIX PECYPCOB.

6. Ob6ecrieueHre CBOEBPEMEHHOTO KOMTMPOBAHNS, ApXUBUPOBAHMS U PE3EPBUPOBAHUS TaHHBIX. 108
7. llpuHsiTHe Mep MO0 BOCCTAHOBJIEHUIO pab0TOCIIOCOOHOCTH JIOKATBHOM CETH TIPU COOSTX WIIM BBIXOJIE U3 CTPOS CETEBOTO 000y IOBAHUSI.

8. BrIsiBIeHHE OIIMOOK MOJIb30BaTEIeH U MPOrPaMMHOI0 00ECTICUEeHHUS ¥ IPUHSITHE MEp MO UX UCTIPABIICHHIO.

9. IlpoBeneHre MOHUTOPUHTA CETH, pa3padaThIBaTh NPEAIOKEHHUS 110 Pa3BUTHIO HHPPACTPYKTYPHI CETH.

10. ObGecnieuenne ceTeBoi 6€30MacHOCTH (3alIUTy OT HECAHKIIMOHHPOBAHHOTO JIOCTYIA K MH(POPMAITUH, TIPOCMOTPA WIIM U3MEHEHHS CUCTEMHBIX (haii-

JIOB ¥ JITaHHBIX), 0€30I1aCHOCTh MEKCETEBOI'0 B3aMMOICHCTBUSI.

11. OcymiecTBineHne aHTUBUPYCHOM 3aLIUTHI JTOKAIBHON BBIYMCIUTEIBHON CETH, CEPBEPOB M PA0OUHMX CTAHLIUH.

12. JIoKkyMEHTHPOBaHUE BCEX MMPOM3BEICHHBIX ACHCTBHI.

KouncyabTanun 4
IIpome:kyTOUHAs aTTeCTalUs 18
Bcero 552
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3. YCJIOBUs PEAJIM3AIIUU ITPOI'PAMMBI IIPO®ECCHUOHAJIBHOI'O MO YJISA

IM.03 DKCILTYATALIUA OFbEKTOB CETEBOM HH®PACTPYKTYPhI

3.1. TpeGoBaHusA K MUHMMAJIBLHOMY MAaTEPUAJIbHO-TEXHUYECKOMY 00eceYeHn 1o

JlaGopaTopust opraHu3ay U MPUHITUIIOB TTOCTPOCHUS KOMITBIOTEPHBIX cucTeM, Ne 15/17
OcHaiienue KabuHera:

Komnbrorep — 1 mit.

Hacrennsiit sxpan

[TpoexTop BenQ

Jlocka aynuropHas

IIpunTep

CucremHblii 610K

No ok wbdE

Cucremusniii komiutekt: mpomeccop  IntelOriginalLGA 1155 CeleronG1610 OEM

(2 6/2Mb), MouuTtop 20 AsusASMS202DBlack, 1600x900,0,277mm. 250cd/m2, MarepuH-
ckast riata ASUSP8H61-MLX3 (3.X), BEeHTHISATOP, aMATh, )KECTKUH THCK, KOPIIYC, KiaBHa-

Typa, MbIIb — 7 IUT., KOMIbIOTEp Y4eOHbIM (cuctemublii Omok AMJ[ AlO
9700/A320/4GB/SSD 120 GB/mATX/ 450w, monutop ACER K222HQLDbd, mbimb koM-

nprotepHas GN-120, kraBuatypa GK-120) — 8 mT.
8. CreHapl

9. [IlmakaTel

10. Pasnmarounslii MaTepuail

Crynust IpoeKTUPOBAHMS U AU3aliHa CETEBBIX ApXUTEKTYp U MHKeHepHoWrpapuku, Ne 15/19

OcHamenue kabuHerTa:

[Tpuntep — 2 mr.

Mynsrumenuitabnii mpoexTop NEC ¢ sxpanom
benas snexkTpoHHas 1ocka

Hocka aynuropHas

Komnerorep — 11 mr.
MHoro¢yHKIIMOHAIbHOE YCTPOMCTBO

Crenppl

NoabkowdE

3.2. UudopmanuonHoe odecriedeHne 00y4YeHust

Ilepeyenb pexoMeHAyeMbIX Y4eOHbIX M3AaHMi, IHTepHeT-pecypcoB, A0MOJHUTE/Ib-

HOM JIUTEPATYpPbI

OcCHOBHBIC HCTOYHHUKH:

1. Ceru u TeneKOMMYHUKAIMH: YUSOHUK M MPAKTUKYM ISl CPEAHET0 MPOodhecCHOHATBEHOTO
obpazoBanus[anekTponnbiii  pecypc]/ K. E. CamyitnoB [u 1p.]; mox penakiuei

K. E. Camyiinosa, U. A. llanumosa, /1. C. Kyns6oBa. — DnektpoH. naH. - Mocksa: 13-
narenabctBo FOpaiit, 2019. — 363 ¢. — Pexxum goctyna: https://urait.ru/bcode/430406
WNudopmanonHas 0e30MacHOCTh: YYCOHUK M TMPAKTUKYM I cpeaHero mpodeccro-
HaJBLHOTO 0oOpa3zoBanms [nekTpoHHBI pecype] / C. A. HectepoB. — DneKkTpoH. gaH. —
Mocksa: UsnatensctBo FOpaiit, 2019. — 321 ¢. — Pesxxum goctyna: https://www.biblio-
online.ru/bcode/442312

I[OHOJIHHTBJILHLIQ HCTOYHUKH:
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https://urait.ru/bcode/430406
https://www.biblio-online.ru/bcode/442312
https://www.biblio-online.ru/bcode/442312

1. OcHoBbl HH(pOPMAITMOHHON 0€30MaCHOCTH: 3alUTa HHpOopMaMU: yaeOHOe mocodue s
CcpemHero mpogeCcCHOHAIBHOTO0 00pa3oBaHMs [3EeKTpOHHBIN pecypc]/ A. A. BHykoB. —
2-¢ U3J., UCIIP. U JIOM. — DJIEKTpoH. AaH. — MockBa: M3narensctBo HOpaiit, 2020. —
240 c. — Pexum pocryma: https://urait.ru/bcode/456793

2. KommbrotepHsle cetu: yueOHUK [3>nmekTpoHHBIM pecypc]/ B.I'. Kapramesckwmii, b.4.
Jluxtuunnep, H.B. KupeeBa, M.A. bypanoBa.— OnektpoH. gaH. — Camapa: M3n-Bo
[I'YTH, 2017.— 267 c¢. —Pexum noctyna: https://rucont.ru/efd/565102

3.2.1 UudopmanmoHHbie H HU(PPOBBIE TEXHOJIOTHH (IPOrpaMMHoOe odecrieueHune, COBpe-
MeHHbIe MPo(decCHOHATBHBIE 0a3bI TaHHBIX H HH(POPMAIHOHHBIE CIPABOYHBIE CHCTEMbI)

VYyeOHas nucuuIuinHa (MOYJIb) MpeaycMaTpUBAET OCBOSHHUE MH(MOPMAIMOHHBIX U IH}-
POBBIX TeXHOJIOTHH. Peanu3anust uQpoBBIX TEXHOIOTUN B 00pa30BaTEeIbHOM MIPOCTPAHCTBE SIB-
JSIeTCs. OJJHOM M3 BaXKHEUIIHMX Iejeld 00pa3oBaHMsI, JAIOUICH BO3MOXXHOCTh Pa3BUBATh KOHKY-
PEHTOCTIOCOOHBIE KayecTBa 00YJAIOIMXCsl KaK OyIyIiX BBICOKOKBAIU(HUIIMPOBAHHBIX CIICIHA-
JIMCTOB.

[ndpoBbie TEXHOJIOTHH MPEAYCMATPUBAIOT PA3BUTHE HABBHIKOB 3()(HEeKTHBHOTO peuieHus
3a71a4 MPo(HeCcCHOHAIBHOTO, COI[HAILHOTO, JMYHOCTHOTO XapaKTepa ¢ UCTIOJIb30BAHUEM Pa3Iny-
HBIX BHJIOB KOMMYHHKAIIMOHHBIX TeXHOJoruii. OcCBOCHHE MU(PPOBBIX TEXHOJOTHH B pamMKax
JAHHOM JUCHUIUTUHBI (MOMIYJIS) OPUEHTUPOBAHO HA CIIOCOOHOCTH OE30MAacHO M HaJICKAIIUM
00pa3oM Mmoy4arhb JIOCTYII, YIIPABISATh, HHTETPUPOBATh, OOMEHHUBATHCS, OLICHUBATD U CO3aBaTh
UH(POPMAILIUIO C IOMOIIBIO IIU(PPOBBIX YCTPOUCTB U CETEBBIX TexHONIOTHi. DopmMupoBanue nud-
POBOIl KOMIIETEHTHOCTH IMpeamojaraer paboTy ¢ ITaHHBIMH, BJaJ€HHE WHCTPYMEHTAMH JUISA
KOMMYHHKAITHH.

3.2.2 Dy1eKTPOHHO-0UOJIMOTEYHbIEe CUCTEMBI M 0a3bI JAHHBIX

1. OO0 «3BC JIAHb» (https://e.lanbook.ru/) (moroBop Ha okazanue yciyr ot 03.04.2024
No 6/1 (CereBas snekTpoHHast OMOINOTEKA)

2. ba3a naHHBIX 37eKTpoHHBIX MH(popMarmoHHbIX pecypcoB @PI'BHY ITHCXB (norosop
10 00€CIeYeHHIO I0CTYIa K AEeKTPOHHBIM MHpopMamoHHbIM pecypcam GI'BHY ITHCXB ye-
pe3 TepmuHan yaaneaHoro qoctyna (TY ] ®I'BHY ITHCXE) ot 09.04.2024 Ne 05-YT/2024)

3. DnextpoHHast bnbnnoTreyHas cucrema «HanmoHnanpHbIN TUPpPOBON pecypc «PyKoHT»:
Kosmekinu «ba3oBsiii MmaccuB» u «Komoc-c. Cenbckoe xo3siictoy (https://rucont.ru/) (morosop
Ha OKa3aHHWe YCIYT 0 MpeaocTaBieHuto qoctymna oT 26.04.2024 Ne 1901/BbI122)

4. 000 «AnektpoHHOe M3aTenbcTBo FOPAWTY (https://urait.ru/) (roroBop Ha oKasaHHe
YCIIYT TIO TIPEIOCTaBJICHUIO IOCTyMa K oopazoBarenbHOM miargopme OO0 «DyeKTpoHHOE H3/a-
tenbcTBo FOPAWTY ot 07.05.2024 Ne 6555)

5. DnekTpoHHO-OMbOaHOTEUHAst cucteMa «Bepraackuity (https://vernadsky-lib.ru) (moro-
BOp Ha 0€3BO3ME3THOE UCIIONIb30BaHKE pou3BeeHni oT 26.03.2020 Ne 14/20/25)

6. baza mamneix HOB «HammonanbHas snekrpoHHas Oubnmorekay (https://rusneb.ru/)
(morosop o noakmoueHun k HOb u npexgocrasnenun goctyna k oobekram HOb ot 01.08.2018
Ne 101/HDOB/4712)

7. CornaiieHue o COTpyIHHYECTBE MO OKa3aHUIO0 OMOIMOTEUHO-UH(OPMAIIMOHHBIX U CO-
UOKYJIBTYPHBIX YCIYT IOJIb30BATENSIM YHUBEPCUTETA U3 YHCIIa UHBAJIUIOB MO 3pEHUI0, C1ado-
BUSIIIUX, MHBAJIMJOB APYIHMX KaTETOPHHM C OTpaHWYEHHBIM JOCTYIIOM K WH(pOpMalWH, JHII,
UMEIOUINX TPYAHOCTU ¢ uTeHueM IuiockonedatHoro tekcta TOI'BYK «TamOoBckas obmactHas
yHUBepcalibHasg HayuHas oubimmoreka uM. A.C. ITymkuna» (https://www.tambovlib.ru) (corna-
meHue o cotpyaaudectse ot 16.09.2021 Ne 6/H)

3.2.3 UudopMmaniuoHHbIE CIPABOYHbIE CUCTEMbI
1. CnpaBounas npaBoBasi cucteMa Koncynbrantllintoc (10roBop mocTaBku, aantaiu 1
conpoBoxAcHUS dK3eMIULIpoB cucteM Koncynsrantllmtoc ot 11.03.2024 Ne 11921 /13900/2C)
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Hus - https://elibrary.ru/

2. DnexTpoHHBIN nepuoanueckuii cnpaBoyHuk «Cucrtema 'TAPAHT» (norosop Ha yciy-
ru 1Mo conpoBoxacHuo oT 15.01.2024 Ne 194-01/2024)

3.2.4. CoBpemMeHHbIe NPo(eccHOHATIbHBbIE 0a3bI TAHHBIX

1. baza maHHBIX HOPMATHUBHO-TIPABOBBIX AKTOB MH()OPMAIIMOHHO-00pa30BaTEILHOM MPO-
rpammbl «PocmeTrony (moroBop ot 15.08.2023 Ne 542/2023)
2. baza nannpix Hayunoii anekrponnoit 6nbnuorekn eLIBRARY.RU — poccuiickuii uH-
dbopMaIMOHHO-aHAIMTUYECKHUH MOpTai B 00JIACTH HAYKU, TEXHOJIOTUU, MEIULIMHBI U 00pa3oBa-

3. ITopran oTKphITEIX AaHHBIX Poccuiickoii denepanuu - https://data.gov.ru/

4. OrtxkpoiTeie naHHble @DenepanbHON  CILyKObI

https://rosstat.gov.ru/opendata

FOCYIApCTBEHHOW CTATHCTUKH -

3.2.5. JIunieH3HOHHOE ¥ CBOOOHO pacnpocTpaHsieMoe MporpaMMHoOe odecriedeHne, B TOM
YHcJie 0Te4eCTBEHHOr0 MPOU3BOJACTBA

Ne Haumenosanue PazpaboTunx HocrynHocts Ccpinka Ha EnunbIit PexBusutel noa-
1O (mpaBoo6iia- | (JIMIIEH3HMOHHOE, | PEecTp POCCHUCKUX TBEPKAAOIIETO J0-
JIaTenb) cBOOOJHO pac- | mporpamm s O9BM | kymeHTa (IIpu Halu-
npoctpangemoe) | u b/l (mpu Hamuum) YHUH)
1 Microsoft Windows, Microsoft JInnes3nonHoe - JIunensus
Office Professional Corporation ot 04.06.2015 Ne
65291651 cpok neit-
CTBHSL: GECCPOUHO
2 | AwnruBupycuoe po- | AO «JlaGoparo- | Jlunensnonnoe | https://reestr.digital.g | CyGnureHsnoHHbIH
rpammHoOe obecrniede- | pus Kacrmepcko- ov.ru/reestr/366574/? norosop ¢ 000
nue Kaspersky ro» sphrase_id=415165 «Codreke» ot
Endpoint Security mis (Poccus) 24.10.2023 Ne 6/H,
OusHeca CPOK JIEHCTBHUSL: C
22.11.2023 no
22.11.2024
3 | MoiiOduc Crangapr- | OOO «Hosbie Jluuensuonnoe | https://reestr.digital.g Konrpakt ¢ OO0
HBIH - o0JiauHbIe TEX- ov.ru/reestr/301631/? «PyGuKon»
OducHsril maker Hostorun» (Poc- sphrase_id=2698444 ot 24.04.2019 Ne
JUIsl paboThI C OKY- cust) 03641000008190000
MEHTaMH H MMOYTON 12
(myoffice.ru) CpOK JeiicTBus: Oec-
CPOYHO
4 OducHblii maker AO «P7» Jluuensuonnoe | https://reestr.digital.g Konrpakt ¢ OO0
«P7-Ocpuc» ov.ru/reestr/306668/? «Codrexcy
(meckromHas Bepcus) sphrase_id=4435041 ot 24.10.2023 Ne
03641000008230000
07
CpOK neicTBus: Oec-
CPOYHO
5 OrneparioHHast CH- 00O "basanst | Jlunensuonnoe | https://reestr.digital.g Konrpakt ¢ 000
crema «Anpt O6pazo- | cBobGoaHOE MpO- ov.ru/reestr/303262/? «Codrekcy

BaHUC)

rpamMMHoe obec-

sphrase_id=4435015

ot 24.10.2023 Ne
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neueHue"

03641000008230000
07
CpOK JeficTBusA: Oec-
CpOYHO

6 | Ilporpammuas cucte- | AO «Aurtumua- | Jlunensuonnoe | https://reestr.digital.g | Jlunensuonssri mo0-
Ma Juisi oOHapyxenust | ruart» (Poccus) ov.ru/reestr/303350/? roBop ¢ AO «AH-
TEKCTOBBIX 3aMMCTBO- sphrase_id=2698186 TUIIArHaT) OT

BaHUI B yUCOHBIX U 23.05.2024 Ne 8151,
Hay4HBIX paboTax CPOK JIEUCTBHUSL: C
«Antumnaruat BY3» 23.05.2024 o
(https://docs.antiplagia 22.05.2025
us.ru)
7 Acrobat Reader Adobe Systems | Cso6ozxHo pac- - -
- IPOCMOTP AOKyMEH- MIPOCTPaHIEMOE
toB PDF, DjVU
8 Foxit Reader Foxit CBoGojHO pac- - -
- IPOCMOTP JOKYMEH- Corporation IIPOCTPaHAEMOE
toB PDF, DjVU
3.2.6. Pecypcbl nHPOPMAIMOHHO-TEIeKOMMYHUKANIMOHHOH ceTH « AHTepHET»

1. CDTOwiki: 6a3a 3nanuii mo nundposoii Tpanchopmarnuu https://cdto.wiki/

3.2.7. lnppoBble HHCTPYMEHTHI, IPUMeHsIeMble B 00pa30BaTeJIbHOM IpolLecce

1. LMS-miatdpopma Moodle

2. BupryansHas nocka Mupo: miro.com

3. Buptyanbnas nocka SBoard https://sboard.online

4. BuptyanbHas nocka Padlet: https://ru.padlet.com

5. Oo6maunsie cepBuchl: Anaekc.luck, O6mako Mail.ru

6. Cepsucsl onpocos: Suaexc.®opmbi, MyQuiz

7. Cepsucel Buneocsszu: SAumgexc.Texemoct, Webinar.ru

8. CepBuUC COBMECTHOH paboTel Haj mnpoekTamu Uit HeOompmmx rpynn  Trello

http://www.trello.com

3.2.8. llndposbie TEXHOTOTHMH, IPUMEHsIEMbIE TPH H3YYCHUH AUCHHUIIIMHBI

No

[{udpoBsie TEXHOTOTUN

Bunsl yaeOHOM paboThI, BBIITOIHAEMBIE C
pUMEHEeHHEM U (PPOBOIT TEXHOIOTUU

.| O0ayHbBIE TEXHOJIOTHH

NuauBunyanbHbIE 3a1aHUS

.| boipmme naHHbIe

NuauBunyanbHbIE 3a1aHUS
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHHUSI IPO®ECCHOHAJIBHOT'O
MOIYJIAIIM.03 OKCILIYATAIIUA OFBEKTOB CETEBOU NH®PACTPYKTYPbI

Kon n nanmenoBanue npodec-

CHUOHAJILHBIX U OOIIMX KOMIIC-

TEHIUH, (POPMUPYEMBIX B paM-
Kax MOJyJIs

Kpurepun ouenku

MeTtoabl OLICHKH

IIK 3.1. YcTaHaBiauBaTh,
HACTPanBaTh, IKCILTyaTUPOBATh
1 00CITy’)KMBaTh TEXHUYCCKHUEC U
[IPOrpaMMHO-aIIapaTHbIE CPe-
CTBa KOMITBIOTEPHBIX CETEH.

OrieHKa «OTJIUYHO)» - TEXHHYEC-
CKOE 3aJJaHUe MPOAHATM3HPOBA-
HO, aJITOPUTM pa3paboTaH, co-
OTBETCTBYET TEXHUYECKOMY
3a/1aHHI0 ¥ OPOPMIICH B COOT-
BETCTBHHU CO CTAHIAPTaMH, I10-
SICHEHBI €0 OCHOBHBIE CTPYK-
TYPBI.

O1ieHKa «XOPOI0» -AJITOPUTM
pa3paboTtaH, opopmIieH B COOT-
BETCTBHMH CO CTAHIAApPTAMU H
COOTBETCTBYET 3a/IaHHIO, MOSIC-
HEHBI €r0 OCHOBHBIE CTPYKTY-
PBL.

O11eHKa «y10BJIE€TBOPUTEIb-
HO» - AITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHHMIO.

DK3aMen/3a4deT B popMe co-
OeceoBaHMs: IPAKTHUECKOE
3aJjaHye 110 TIOCTPOCHHUIO all-
TOPHUTMAa B COOTBETCTBHU C
TEXHUYECKUM 33JaHUCM

3amura OTYETOB MO NPAKTH-
YEeCKUM U J1a00paTOpHBIM
paboTtam

1IK 3.2. IIpoBoauTh poduIak-
THYeCKHe paboThl HA OOBEKTAX
CeTeBO MHPPACTPYKTYPHI H
pabovMX CTAaHIHUSX.

O1ieHKa «OTJIHYHO)» - TEXHHYEC-
CKOE 3aJJaHue MPOAHATTH3HPOBA-
HO, aJITOPUTM pa3paboTaH, Co-
OTBETCTBYET TEXHUYECKOMY
3a[aHUI0 U O(OPMIIEH B COOT-
BETCTBUU CO CTaHAApTaMH, I10-
SICHEHBI €0 OCHOBHBIE CTPYK-
TYPBI.

O11eHKa «XOPOII0Y -AJITOPUTM
pa3paboTtaH, opopmiieH B COOT-
BETCTBHMH CO CTAHIAAPTAMU U
COOTBETCTBYET 3a/IaHHIO, TOSIC-
HEHBI €r0 OCHOBHBIE CTPYKTY-
pHL.

OI1icHKa «yI0BJIETBOPUTEJIb-
HO» - JITOPUTM Pa3paboOTaH u
COOTBETCTBYET 33JJaHHUIO.

Dx3ameH/3a4et B hopMme co-
OeceloBaHMs: PAKTHUECKOE
3a1aHKe 110 IOCTPOEHHUIO all-
TOpUTMA B COOTBETCTBHH C
TEXHHYECKUM 33/I1aHHEeM

3ammTa OTYETOB 110 MPAKTH-
YEeCKHM U J1a00paTOpHBIM
paboTtam
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TIK 3.3. YcTanaBIuBaTh,
HACTPaMBaTh, SKCILTyaTHPOBAThH
1 00CITy’)KMBaTh CETEBbIC KOH(DH-
ryparuu

OI1lcHKa «OTJIUYHOY - TEXHUYC-
CKO€ 3aJ[aHue MPOaHaT3NPOBa-
HO, aJITOPUTM pa3paboTaH, co-
OTBETCTBYET TEXHHUECKOMY
3aTaHAUIO M 0O(DOPMIICH B COOT-
BETCTBUU CO CTaHJAPTaMH, 110~
SICHEHBI €70 OCHOBHBIE CTPYK-
TYpBHI.

OI1leHKa «XOPOIII0Y -allTOPUTM
pa3paboTtaH, opopmIiieH B COOT-
BETCTBUU CO CTaHIApTaMH U
COOTBETCTBYET 33JJaHHIO, TIOSIC-
HEHBI €0 OCHOBHBIE CTPYKTY-
PpHL

OI1ieHKa «y10BJIETBOPUTEIb-
HO)» - aJITOPUTM Pa3padoTaH u
COOTBETCTBYET 33JJaHHUIO.

Ok3ameH/3a4eT B hopMe co-
OecemoBaHUS: MPAKTHIECKOE
3aJjaHye 110 TIOCTPOCHHUIO all-
TOPHUTMAa B COOTBETCTBHH C
TEXHUYECKUM 3aJ]laHHEM

3amuTa OTYETOB 10 MPaKTHU-
YECKHUM U JabOpaTOPHBIM
paboTtam

1IK 3.4. YdacTtBOBaTh B paszpa-
00TKE CXEMBI ITOCIICaBAPHITHOTO
BOCCTAaHOBJICHHA PabOTOCTIO-
COOHOCTH KOMITBIOTEPHOM CETH,
BBITIOJTHATH BOCCTAHOBJICHHE H
pe3epBHOE KOITMPOBAHHE HH-
(dhopMmarum.

O1eHKa «OTJIHYHOY - TEXHUYE-
CKOE 3aJJaHne MPOAHATM3HPOBa-
HO, aTOPUTM pa3paboTaH, co-
OTBETCTBYCT TCXHUYCCKOMY
3a/1aHuI0 ¥ 0()OPMIIEH B COOT-
BETCTBHH CO CTaHIAPTaMH, I10-
SICHCHBI €I'0 OCHOBHBIC CTPYK-
TYpBL.

O1eHKa «X0POLIO0» -alITOPUTM
pa3paboTtaH, opopmiieH B COOT-
BCTCTBHU CO CTaHAApTaAMU U
COOTBETCTBYET 3a/IaHHIO, TTOSIC-
HEHBI €T0 OCHOBHBIE CTPYKTY-
58

OreHKa «y10BJIE€TBOPUTEIb-
HO» - AJITOPUTM Pa3paboTaH u
COOTBETCTBYET 33JaHHUIO.

Dk3ameH/3a4eT B hopMe co-
OecenoBaHUs: TPAKTHYECKOE
3aJ]aHue 10 MMOCTPOCHHIO all-
ropurtMa B COOTBETCTBUH C
TEXHUYCCKUM 3aJJaHHEM

3ammra OT4ETOB IO MPAKTH-
YECKUM H J1a00paTOPHBIM
paboTtam

1IK 3.5. YdacTtBOBaTh B paszpa-
0OTKe CXEeMbI TIOCIICaBapUHHOTO
BOCCTaHOBJICHUS pabOTOCIIO-
COOHOCTH KOMITBIOTEPHOH CETH,
BBIMOJTHATH BOCCTAHOBJICHUE U
pe3epBHOE KOMPOBAHHUE MH-
(dhopmaruu.

Or1eHKa «OTJIMYHOY - TEXHUYEC-
CKO€ 3aJ[aHue MPOaHaTN3HUPOBa-
HO, aJITOPUTM pa3paboTaH, co-
OTBETCTBYCT TCXHUYCCKOMY
3aJIaHHI0 U OOPMIICH B COOT-
BETCTBUH CO CTaHJAPTaMH, 110~
SICHCHBI €I'0 OCHOBHBIC CTPYK-
TYpBL.

OrneHKa «X0POII0» -aJITOPUTM
pa3paboTtaH, opopmIieH B COOT-
BETCTBHU CO CTaHAApTaMU U
COOTBETCTBYET 3aJaHHMIO, TIOSIC-
HEHBI €r0 OCHOBHBIE CTPYKTY-
pBL.

OreHKa «y10BJIE€TBOPUTENb-
HOY» - aJITOPUTM Pa3padoTaH u
COOTBETCTBYET 33JJaHHUIO.

Ok3ameH/3a4eT B hopMme Co-
Oecel0BaHMUs: IPAKTHUCCKOE
3aj1aHKe 110 MMOCTPOCHHIO aJl-
roputMa B COOTBETCTBUH C
TEXHUYECKUM 3aIaHHEM

3ammTa OTIETOB 110 MPAKTH-
YECKUM H J1a00paTOPHBIM
pabotam
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1IK 3.6. BEIONHATH 3aMEHY
pacxoJHbIX MaTEpPUaIOB U MeJl-
KU peMOHT nepugepuitHOro
000pyTOBaHYsI, OTIPEACTATh
ycTapeBiee 000pyIoBaHIE U
IIPOTPaMMHBIE CPEJICTBA CETEBOM

HHPPACTPYKTYPHI.

OI1lcHKa «OTJIUYHOY - TEXHUYC-
CKO€ 3aJ[aHue MPOaHaT3NPOBa-
HO, aJITOPUTM pa3paboTaH, co-
OTBETCTBYET TEXHHUECKOMY
3aTaHAUIO M 0O(DOPMIICH B COOT-
BETCTBUU CO CTaHJAPTaMH, 110~
SICHEHBI €70 OCHOBHBIE CTPYK-
TYpBHI.

OI1leHKa «XOPOIII0Y -allTOPUTM
pa3paboTtaH, opopmIiieH B COOT-
BETCTBUU CO CTaHIApTaMH U
COOTBETCTBYET 33JJaHHIO, TIOSIC-
HEHBI €0 OCHOBHBIE CTPYKTY-
PpHL

OI1ieHKa «y10BJIETBOPUTEIb-
HO)» - aJITOPUTM Pa3padoTaH u
COOTBETCTBYET 33JJaHHUIO.

Ok3ameH/3a4eT B hopMe co-
OecemoBaHUS: MPAKTHIECKOE
3aJjaHye 110 TIOCTPOCHHUIO all-
TOPHUTMAa B COOTBETCTBHH C
TEXHUYECKUM 3aJ]laHHEM

3amuTa OTYETOB 10 MPaKTHU-
YECKUM U J1a00PaTOpPHBIM
paboTtam
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OK 01. Beibupats cioco-
OBl pereHns 3a1a4 mpo-
(heccroHANBHOM JEATENb-
HOCTH NMPUMEHHUTEIBHO K
Pa3NUYHBIM KOHTEKCTaM

— 00OCHOBaHHOCTh MIOCTAHOBKH TIEJIH,
BBIOOPA Y IPUMEHEHHS METOJIOB U CIO-
c000B penreHust MPoPeCCHOHATEHBIX
3amaq;

- aJIeKBaTHas OIICHKA U CaMOOIICHKa

3¢ (HEKTUBHOCTH M Ka4e€CTBa BBIIOJIHE-
HUS TPO(ECCUOHANBHBIX 3224

OK 02. Mcmonb3oBath
COBpPEMEHHBIE CPE/ICTBA
MOWCKA, aHAJIN3a ¥ UHTEP-
TIpeTanuy HHPOPMAIUA U
MH(OPMAITMOHHBIC TEXHO-
JIOTUU JIJISl BHITIOJTHCHHUS
3amad mpodecCHOHATBHON
JeSITEITBHOCTH

- ICTIOJIB30BaHNE PA3TUIHBIX HCTOYHH-
KOB, BKJTIOYasl SJICKTPOHHEIE PECYPCHI,
Menuapecypcesl, IHTepHeT-pecypChl,
TIePUOIUYECKHAE N3NaHUS 110 CIICITHATb-
HOCTH JJIs1 PELIeHHS TPOECCUOHATB-
HBIX 3a/a4

OK 03. [InanupoBatsb u
pean30BbIBaTh CO0-
CTBEHHOE Ipodeccro-
HaJIbHOC U JIMYHOCTHOC
pasBUTHE, IPEANIPUHAMA-
TEIIBCKYIO IeSITEIHOCTD B
npoeccuoHaIbHOH ce-
p€, UCTIONIF30BaTh 3HAHUS
o pUHAHCOBOW TPaMOT-
HOCTH B Pa3JIMYHbIX JKH3-
HCHHLIX CUTyalluAaX

- IEMOHCTpAITUSI OTBETCTBEHHOCTH 32
MPHUHATHIC PEIICHUS

- 000CHOBaHHOCTb CaMOAHAIN3a U KOP-
PEKITHsI Pe3yIbTaTOB COOCTBECHHOM pa-
OOTEHI;

OK 04. DddexTuBHO B3a-
HUMOJIEHCTBOBATh U pabo-
TaTh B KOJUIEKTHBE M KO-
MaH/Ie

- B3aUMOJIeCTBHE C 00YJalOIMMUCS,
MperoaBaTeIsiMi 1 MacTepPaMu B XOJ€
00y4eHus1, C pyKOBOAUTENSIMH yueOHOH
1 IIPOU3BOJICTBEHHOU ITPAKTHUK;

- 000CHOBaHHOCTh aHAIN3a PAOOTHI
YJIEHOB KOMaH bl (HOAYMHEHHBIX )

OK 05. OcymiecTBiaTh
YCTHYIO U MUCbMEHHYO
KOMMYHUKALIMIO Ha TOCY-
JApCTBEHHOM si3bIke Poc-
cuiickoit denepanuu ¢
Y4eTOM 0COOeHHOCTEH
COLIMAJIBHOTO U KYJbTYp-
HOT'0 KOHTEKCTa

-TPaMOTHOCTb YCTHOM U IIMCBMEHHOMN
peun,

- ICHOCTh (POPMYJTMPOBAHUS U U3JI0XKE-
HUSA MBICIIEH

OK 06. IIposiBiaTh Tpax-
JAHCKO-TIATPUOTUYECKYIO
MO3ULHIO, IEMOHCTPUPO-
BaTh OCO3HAHHOE TTOBE/C-
HUE HA OCHOBE TPaJUIIU-
OHHBIX OOIICYeIOBeYC-
CKHX IICHHOCTEH, B TOM
YUCIIE C YYETOM rapMOHHU-
3aIli1 MEKHAIMOHAIBHBIX
1 MEXPEIINTHO3HBIX OT-
HOLICHWM, IPUMEHSATh
CTaHAAPThl AHTUKOPPYII-
LIMOHHOT'O TIOBEACHUS

- cOOJIIOZICHIE HOPM TIOBEICHUS BO
BpeMs y4eOHBIX 3aHATHH U MIPOXOXKIe-
HUS y4eOHOH 1 MPOU3BOICTBEHHOM
MPAKTHUK,

OK 07. ConeiicTBOBaThL
COXPaHEHHUIO OKPYIKak0-
e cpelbl, pecypcocoe-

- 9(ppeKTUBHOCTD BHITIONHEHUS TIPABIIT
Tb Bo Bpems yueOHBIX 3aHATHH, TIPH
MTPOXOXKICHUN YIeOHOUM U IPOU3BOJI-

WNHtepnperauus pe3ynbTa-
TOB HaOJIOICHUH 3a Jes-
TENBHOCTHIO 00YYaroIIero-
sl B IIPOIIECCE OCBOCHMUS
00pazoBaTeILHOM Mpo-
rpaMMBbI

DKCIepTHOE HAOIIIOICHHE
1 OLICHKA Ha 1abopaTOpHO
- IPAKTUYCCKUX 3aHATUAX,
IIPU BBIIIOJTHEHUH padoT 1o
y4e0HON U IPOU3BO/I-
CTBEHHOH IPaKTUKaM

DKx3ameH KBaATN(UKAINOH-
HBIN
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PEXKECHUIO, IPUMEHSTh
3HaHUSA 00 U3MEHEHUH
KJIUMaTa, PUHIUIIBI Oe-
PEXKIIMBOTO MPOU3BO/I-
cTBa, 3¢ HEeKTHBHO IEii-
CTBOBaTh B UPE3BbIUAii-
HBIX CUTYAaIHsIX

CTBCHHOMW TPAKTHK;

- 3HaHHE U HCIOJh30BaHUE PECypPCo-
cOeperaronmx TeXHOJIOTHI B 00J1aCTH
TEIEKOMMYHHUKAITH I

OK 08. Mcnonp3oBaTh
cpenctBa Gpu3HIECKOi
KYJBTYPHI ISl COXpaHe-
HUS ¥ YKPETUICHUS 370PO-
BBl B TIpoIiecce mpodec-
CHOHAJILHOM ACATCIBHO-
CTH U TIOJITICPKAHUS He-
00xoauMoro ypoBHs (u-
3UYEeCKON MOATOTOBIICH-
HOCTHU

- 3¢ (EKTUBHO HCIIOJIL30BaTh CPEICTBA
(U3NYECKOM KyIbTYPhI TSI COXPAHECHUS
1 YKPEIJICHUS 37I0POBbsI B TIPOIIECCE
po(hecCUOHATBHON IEeATEILHOCTH U
MoJiIepIKaHie HeOOXO0IMMOTO YPOBHS
(U3NIECKOi OArOTOBICHHOCTH;

OK 09. ITonb3oBatbes
npoeccnoHaIbHOMN 10-
KyMEHTallUeW Ha rocyaap-
CTBECHHOM UM MHOCTPAHHOM
A3BbIKaX

- 3()EeKTUBHOCTH MCITOJIL30BaHUS B
podecCHOHANbHON AEATEIILHOCTH He-
00X0IMMON TEXHUYECKOH TOKyMEHTa-
LMY, B TOM YHUCJIE Ha aHTJINHACKOM SI3bI-
Ke.
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Pabouast mporpamma mnpodeccuonansHoro moxyns I[IM.03 DOxcrutyaranusi OOBEKTOB CETEBOM
UHPPACTPYKTYpHl pa3paboTaHa Ha OCHOBE (heAepabHOTO TOCYAapCTBEHHOTO 00pPa30BaTEIHLHOIO
CTaHJapTa MO CHEIUAIBHOCTH CcpeaHero mpodeccruoHnanbHoro odpazoBanus 09.02.06 CereBoe u
CHCTEMHOE aJIMUHUCTPUPOBAHKE, YTBEP)KAEHHOTO PUKa30M MUHHCTEPCTBA 00pa30BaHUs M HAYKH
Poccwuiickoit @eneparuu ot 09.12.2016 No 1548.

ABTOpBI:
ConparoBa H.B., npenogaBarens BbICIIeH KBaTM()PUKALMOHHOW KAaTEropuu HEHTpa — KOJUIEIKa

npuknaaneix kBanmdpukamuiit I'BOY BO Muuypunckuii AY

CorsnacoBaHo:
Crpynkun B.A., nupextop OOO «llentp nHpOpMaIMOHHBIX TEXHOJIOTHIA

[Iporpamma paccmorpena Ha 3acenanun UMK «Kommbiorepusie cetu U uH(pOpMaMOHHBIC
TEXHOJIOTHUI
npoTokoi Neb ot «22» suBaps 2020 r.

[TporpaMmma paccMoTpeHa Ha 3acelaHuu Y4eOHO-METOANYECKONH KOMHCCHU IICHTPa-KOJIJIeKa MPH-
knaaubix kBanudukanuii ®I'bOY BO Muuypunckuii [AY

npoToKoa Ne 5 oT «24» siuBaps 2020 1.

[Tporpamma yTBepxkaeHa Pemennem Y4eOHO-METOAMUECKOTO COBETA YHUBEPCUTETA

npoTokod Ne 5 ot «27» ssuBaps 2020 r.

[Iporpamma nepepaboTaHa 1 I0TMOJIHEHA B cOOTBeTCcTBUM ¢ TpeboBanusimu OI'OC CI1O
[Tporpamma paccmotpena Ha 3acenanuu [IMK «KommnbroTepHbie ceT 1 HHOPMAIIMOHHBIE TEXHO-
JIOTUW

npoTokoa Ne 9 ot «19» ampens 2021 r.

[TporpamMa paccMOTpeHa Ha 3acelaHuu Y4eOHO-METOIMYECKOH KOMHCCHUU ILIEHTpa-KOJUIeKa
npukiaaaaeix kBanupukanuit ®I'bOY BO Muuypunckuii [AY

poTokoa Ne 8 oT «21» anpens 2021 r.

[Tporpamma ytBepxaeHa Pemenrem Y4eOHO-METOANMUECKOTO COBETA YHUBEPCUTETA
poTokoa Ne 8 oT «22» anpenst 2021 r.

[Tporpamma nepepaboTaHa u JOMOTHEHA B COOTBETCTBUM ¢ TpeboBanusimu OI'OC CIIO
[Tporpamma paccMmoTpena Ha 3acenanuu [IMK «KommbroTepHbie ceT U HHPOPMAIIMOHHBIE TEXHO-
JIOTUW

npoTokoa Ne 9 ot «18» anpenst 2022 r.

[Tporpamma paccMoTpeHa Ha 3ace/laHui y4eOHO-METOUYECKOH KOMUCCHH LIEHTpa-KoJUIeka
npukiagHeix kBanupukanuii ®I'bOY BO Muuypunckuit AY

npoTokoa Ne 9 ot «20» anpens 2022 r.

[Iporpamma ytBepkaeHa Pemennem YueOHO-METOIUYECKOTO COBETA YHUBEPCUTETA
npoTokoia Ne 8 ot «21» anpens 2022 r.
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[Iporpamma nepepaboTaHa U IOMOJIHEHA B cOOTBeTCTBHH ¢ TpeboBarusmu OI'OC CI1O
[Tporpamma paccMmoTpena Ha 3acenanuu [IMK «KommbroTepHbie ceTd 1 HHPOPMAIIMOHHBIE TEXHO-
JIOTUWY

npotokos Ne 11 ot «16» utons 2023 r.

ITporpaMma paccMOTpeHa Ha 3acelaHui y4eOHO-METOJUUECKOH KOMUCCUH LIEHTpa-KoJUIeIka
npukiaaaeix kpamdukanuii ®I'bOY BO Muuypunckuii [AY

npoTokoa Ne 11 ot «17» utonst 2023 r.

[Tporpamma ytBepxkaeHa Pemennem Y4eOHO-METOAMUECKOTO COBETa YHUBEPCUTETA
1poToKoa Nel0 ot «22» uronst 2023 1.

[Tporpamma nepepaboTaHa u JOMOJHEHA B COOTBETCTBUH ¢ TpeboBanusimu ®I'OC CIIO
[Iporpamma paccmotpena Ha 3acenanuu [IMK «KommbroTepHsie cetr u nHGOpPMAIIMOHHBIE TEXHO-
JIOTHUI

npoTokoa Ne 9 ot «16» anpens 2024 1.

[Tporpamma paccMoTpeHa Ha 3acelaHuu y4eOHO-METOUUYECKON KOMUCCHH LIEHTPa-KoJUIeKa
npukiaaaeix kBanudukanuii ®I'bOY BO Muuypunckuii AY

npoTtokoi Ne 9 ot «17» anpens 2024 r.

[Iporpamma ytBepkaeHa Pemennem YueOHO-METOIUYECKOTO COBETA YHUBEPCUTETA
npoTokoi Ne§ ot «18» anpens 2024 r.

Opurunan gomxen xpanutbes B LIMK KoMmmbsrorepHsie cet 1 H”HGOPMAIMOHHBIE TEXHOIOTHUNY
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